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This document and parts thereof must not be reproduced or copied without written
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The software or hardware described in this document is furnished under a license and
may be used, copied, or disclosed only in accordance with the terms of such license.
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Disclaimer

The data, examples and diagrams in this manual are included solely for the concept or
product description and are not to be deemed as a statement of guaranteed properties.
All persons responsible for applying the equipment addressed in this manual must
satisfy themselves that each intended application is suitable and acceptable, including
that any applicable safety or other operational requirements are complied with. In
particular, any risks in applications where a system failure and/or product failure
would create a risk for harm to property or persons (including but not limited to
personal injuries or death) shall be the sole responsibility of the person or entity
applying the equipment, and those so responsible are hereby requested to ensure that
all measures are taken to exclude or mitigate such risks.

This product has been designed to be connected and communicate data and
information via a network interface which should be connected to a secure network.
It is the sole responsibility of the person or entity responsible for network
administration to ensure a secure connection to the network and to take the necessary
measures (such as, but not limited to, installation of firewalls, application of
authentication measures, encryption of data, installation of anti virus programs, etc.)
to protect the product and the network, its system and interface included, against any
kind of security breaches, unauthorized access, interference, intrusion, leakage and/or
theft of data or information. ABB is not liable for any such damages and/or losses.

This document has been carefully checked by ABB but deviations cannot be
completely ruled out. In case any errors are detected, the reader is kindly requested to
notify the manufacturer. Other than under explicit contractual commitments, in no
event shall ABB be responsible or liable for any loss or damage resulting from the use
of this manual or the application of the equipment.



Conformity

This product complies with the directive of the Council of the European Communities
on the approximation of the laws of the Member States relating to electromagnetic
compatibility (EMC Directive 2004/108/EC) and concerning electrical equipment for
use within specified voltage limits (Low-voltage directive 2006/95/EC). This
conformity is the result of tests conducted by ABB in accordance with the product
standard EN 60255-26 for the EMC directive, and with the product standards EN
60255-1 and EN 60255-27 for the low voltage directive. The product is designed in
accordance with the international standards of the IEC 60255 series.



Safety information

> B> B B P

Dangerous voltages can occur on the connectors, even though the
auxiliary voltage has been disconnected.

Non-observance can result in death, personal injury or substantial
property damage.

Only a competent electrician is allowed to carry out the electrical
installation.

National and local electrical safety regulations must always be
followed.

This product is not fault-tolerant and is not designed, manufactured or
intended for use or resale as on-line control equipment or as part of
such equipment in any hazardous environment requiring fail-safe
performance, such as in the operation of nuclear facilities, aircraft
navigation or communication systems, air traffic control, direct life
support machines, or weapons systems, in which the failure of the
hardware or software described in this manual could lead directly to
death, personal injury, or severe physical or environmental damage.

To prevent damage both the product and any terminal devices must
always be switched off before connecting or disconnecting any
cables. It should be ascertained that different devices used have the
same ground potential. The output voltage of the power supply should
be checked before connecting any power cables.

The devices mentioned in this manual are to be used only according to
the instructions described in this manual. Faultless and safe operation
of the devices can be guaranteed only if the transport, storage,
operation and handling of the devices is appropriate. This also applies
to the maintenance of the products.
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1 Introduction

1.1 About the Wireless Protocol Gateway ARP600

The Wireless Protocol Gateway ARP600 product is an industrial grade
wireless router for demanding IP connectivity applications.

For the rest of this documentation, the Wireless Protocol Gateway ARP600 is
referred to as the device.

1.2 Wireless Protocol Gateway ARP600 features

Wireless Protocol Gateway ARP600 offers different advanced features.
Flexible design allows the system to gain extra features if required.

High speed wireless connectivity

Wireless Protocol Gateway ARP600 has support for the latest mobile
technologies, such as 4G network and HSPA+ in 3G network. This allows the
remote control of wide bandwidth services such as video surveillance or high
amount of measurement and control channels.

Flexible routing

Wireless Protocol Gateway ARP600 can be configured to fit in all kinds of
networks. It also has full support for Serial - Ethernet routing of industrial
network protocols.

High security
Wireless Protocol Gateway ARP600 has highly configurable firewall and
secure VPN support for secured connectivity.

Redundancy and reliability

Wireless Protocol Gateway ARP600 offers redundancy against network
breakdowns and remote VPN endpoint breakdowns. This allows the overall
system to achieve high availability numbers. These functionalities added to
high reliability of both the hardware and software make very robust system
suitable in harsh and demanding industrial environments.

Remote management
Wireless Protocol Gateway ARP600 can be managed remotely and it is easy
to move configurations between units.

1.3 Packaging information

The product package should contain the following items:
= 3-pin power connector

" Antenna

" Quick Start Guide

= Wireless Protocol Gateway ARP600

1.4 Related documentation

Name of the document | Description Document ID

ARG600 User Manual 1MRS758456
Single SIM Variants

Firmware Version 2.4.x 4 Document Version 1
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Name of the document | Description Document ID
ARG600 User Manual Dual 1MRS758460
SIM Variants
ARP600 User Manual 1IMRS758457
Single SIM Variants
ARR600 User Manual 1MRS758458
3G/LTE configuration Configuring Wireless 1MRS758449
guide Technical Note Gateways, Controllers and

M2M Gateway
OpenVPN server in Configuring and using 1MRS758450
Wireless Gateway/ a static key OpenVPN
Controller Technical Note | server/client in Wireless

Gateway and Controller

products
3G/LTE Wireless Gateway | Updating firmware of 1MRS758451

firmware update Technical
Note

Wireless Gateway devices

Firmware Version 2.4.x
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2 Hardware description

This section describes the physical interfaces on the device.

2.1 Front panel

The device's front panel is shown in the figure below.
Figure 1. Front Panel
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LEDs and switches (from left to right) with section reference to more detailed
information:

1. Reset button (Power switch and reset button on page 12)
Error LED (section LEDs on page 7)

Ethernet WAN port (section Ethernet WAN on page 8)
Ethernet LAN ports (section Ethernet LAN)

LEDs (section LEDs on page 7)

Serial console port (section Serial console port on page 9)
SIM card slots (section SIM card slots on page 13)

N o gk N

2.2 Back Panel
The back panel is shown below.

Figure 2. Back Panel

o

' e

Connectors (from left to right):

Firmware Version 2.4.x 6 Document Version 1
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1. Serial port 1 (section Serial port 1 on page 10)

2. Serial port 1 configuration DIP switches (section Serial port 1 on page

10)

o g bk w

2.3 LEDs

2.3.1 Status LEDs

Power switch

Serial port 2 (section Serial port 2 on page 11)

Power connector (section Power connector on page 12)
Antenna connector (section Antenna connector on page 12)

The device has 11 status LEDs. They are located on the front panel (see

section Front panel).

LED LED LED status Description
number
1 ERR On Unit is restarting. LED should turn
off after restart (usually about 30
seconds)
Blinking Error with power supply. Device
restarts constantly.
Off Device is operating normally
2 RUN Blinking Device is operating normally
Off If the unit is turned on and RUN led is
not blinking, the system has catched
an error and is waiting for restart. The
unit should restart soon.
3 VPN On VPN connection is up
Blinking VPN connection is starting
Off VPN connection is disabled
4 FW - Reserved for future use
5 SIM On SIM card has been initialized and it is
ready for use
Blinking SIM card initialization is in progress
Off SIM card is not in used
6 SIG On Signal level is normal or good
Blinking Signal level is weak
Off There is no signal
7 COM On Cellular network (Wireless WAN)
connection is up
Blinking Cellular connection is starting. If the
connection is not coming up, check
the SIM and SIG LEDs
Firmware Version 2.4.x 7 Document Version 1
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LED LED LED status Description
number
Off Cellular connection is stopped
8 APP - Reserved for future use
9 USR - Reserved for future use
10 RS1 - Reserved for future use
10 RS2 - Reserved for future use

2.3.2 Ethernet LEDs

All Ethernet ports have two LEDs to indicate the ports link and activity status.

Table 1: Ethernet LED description

LED State Meaning
Green On Link on
Blink Data received
Off Link off
Yellow On Full duplex
Off Half duplex

2.4 Networking

2.4.1 Mobile WAN

The device has a high speed wireless functionality which allows the use of
bandwidth demanding wireless applications.

2.4.2 Ethernet WAN

The device has one physical port for Ethernet WAN. Specifications are shown
in the table below.

Table 2: Ethernet WAN specifications

. Number of 1
Figure 3. Connector ports
Speed 10Base-T,
U L 100Base-TX
Duplex Half and Full
J_LJ Auto- Yes
— negotiation
Recommended| Cat5 or better
cabling

Firmware Version 2.4.x 8 Document Version 1
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If Ethernet WAN interface is directly connected to computer, crossover cable
must be used. Ethernet WAN interface does not support automatic MDI/MDIX

detection.

2.4.3 Ethernet LAN

The device has three physical ports for Ethernet LAN. These ports are

connected to a common switch. Specifications are shown in the table below.

Table 3: Ethernet LAN Specifications

Speed 10Base-T, 100Base-TX
Duplex Half and Full
Auto-negotiation Yes

Recommended cabling

Cat5 or better

If Ethernet LAN interface is directly connected to computer, both crossover
and straight cables can be used. Ethernet LAN interface supports automatic

MDI/MDIX detection.

2.5 Serial ports

The device has two application serial ports and one serial console port. The
application serial ports have the following differences:

= Serial port 1 is configurable to multiple serial formats (RS-232/422/485).

= Serial port 2 supports only RS-232 data mode.

The serial port connectors are 9-pin D-sub (male) connectors. Serial ports

enact as DTE devices.

2.5.1 Serial console port

Serial console connector is located in the device's front panel. The connector

type is RJ45. The connector is described in the table below.

Table 4: Serial console

Figure 4. Connector

Table 5: Connector

Table 6: Serial port

diagram pinout configuration

1 8 Pin Function Baud rate 115200
1 CTS Data bits 8
2 DSR Parity No parity
3 RXD Stop bits 1

CONSOLE 4 GND Flow control | No flow

control
5 GND
6 TXD
7 DTR
Firmware Version 2.4.x 9 Document Version 1
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Pin

Function

RTS

Console port can be connected from a PC by using a Cisco compatible serial
console cable.

To open serial console access a terminal program is heeded. Recommended
terminal programs are Tera Term and Putty. Open the connection using
Ethernet LAN settings.

2.5.2 Serial port 1

Serial port 1 is configurable to multiple serial formats (RS-232/422/485).

Table 7: Serial port 1

Figure 5.

Connector
diagram

Table 8: Connector

pinout (RS-232 mode)

Table 9: Serial port
configuration

Pin Function Baud rate 115 -
230400
1 DCD
Data bits 8
2 RXD
Parit No parit
3 TXD y party
Stop bits 1
4 DTR
Flow control | CTS/RTS
5 GND
6 DSR
7 RTS
8 CTS
9 RI

DIP switch configuration for serial port 1 is described in table 12. By default all
are set to "0" position (RS-232 mode). DIP switches 2-4 apply only when port
is set in RS-485 mode (DIP switch 1 on "1" position).

Table 10: Serial port 1 DIP switches

Number | Function State Explanation
1 RS-232/ 0 =RS-232, 1 = RS-485 | Selects serial port operation
RS-485 mode
2 FULL / HALF 0 = FULL, 1 = HALF Selects between half ( 2-
wire) and full duplex (4-wire)
3 BIAS 0=OFF,1=0ON RS-485 biasing

Firmware Version 2.4.x

10
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State
0=0FF,1=0N

Number | Function

4 TERMINATION

Explanation

RS-485 termination

Serial port pinouts in RS-422 and RS-485 modes are described in the table
below.

Table 11: Serial port 1 pinouts in RS-422/485 modes

Pin RS-485 full-duplex (4-wire) | RS-485 half-duplex (2-wire)
1 - -

2 RXD+ (in) -

3 TXD- (out) TXD/RXD- (out/in)
4 - -

5 GND GND

6 - -

7 TXD+ (out) TXD/RXD+ (out/in)
8 RXD- (in) -

9 - -

Note!

Make sure that RS-422 or RS-485 cables are not connected to a serial port
configured to RS-232 mode. This can damage the port and the connected
equipment.

2.5.3 Serial port 2

Table 12: Serial port 2

Figure 6. Connector diagram | Table 13: Table 14: Serial port
Connector pinout | configuration
1 3 5
2, "‘! Pin Function [ | Baud rate | 115 -
, | 230400
[ ) LWEE W o, & - oD Data bits 8
ojololo 2[R
Parit No parit
7 5 3 TXD Y party
Stop bits 1
6 8 4 DTR P
Flow No flow
5 GND control control
6 DSR
7 RTS
8 CTS

Firmware Version 2.4.x
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Pin Function
9 RI

Serial port 2 supports only RS-232 data mode.

2.6 Power switch and reset button
Power switch is located on the back panel. It turns the unit on and off.

Reset button is located on the front panel. Press shortly to reset the unit.
Reset button can be used to restore factory default settings. To restore factory
default settings, reset the unit by keeping the reset button pressed down until
all the status LEDs blink. This indicates the factory presets have been applied.

2.7 Power connector

The device has a 3-pin power connector. Pinout and voltage limits are
described in the table below. Supplied plug type is Phoenix Contact MC 1,5/
3-STF-3,5 with screw fastening.

Table 15: Power supply connector

Figure 7. Connector Pin Symbol Function

1 + Voltage in,
positive /

O EEE o :]/1[/15, 400
- L

2 - Voltage in,
negative

3 GND Extra ground
connection

The device can be also used with 2-pin power connector, pin 3 left
unconnected. The unit is protected against reversed polarity within the limits of
the specified voltages.

2.8 Antenna connector

The device has a FME antenna connector (male type) for an external antenna.
It is possible to use any kind of external 50 Q quad-band antenna.

Firmware Version 2.4.x 12 Document Version 1
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2.9 SIM card slots

Note!

Do not insert or remove the SIM card while the device is in operation. The
SIM card contents may become corrupted if the card is removed while data is
being written to it.

Note!

If the SIM card requires a PIN code, do not install the SIM card before you set
up the device's PIN code settings. The SIM card may become locked if the
settings are not made first.

The device's wireless connection requires SIM card with data transfer service
enabled. The device can use two SIM cards, which can be used to make
connection to two different operators. The device can be operated using only
one SIM card.

To operate with SIM card follow the procedure below:

1. Power off the device.

2. The SIM card holder contains a tray with a yellow eject button. Push this
button to eject the tray from the holder.

3. Put the SIM card onto the tray.

4. Insert the tray carefully back to the holder and press the tray until it is
locked.

If two SIM cards are used, repeat the procedure for SIM slot 2.

2.10 DIN rail mounting

The device has mounting holes for optional DIN rail mounting brackets.
The order code for DIN rail mounting kit is 2RCA028233 (DIN rail clips set
consisting of a plastic clip and screws).

Mounting instructions:

1. Required tools and accessories are: DIN rail mounting kit (2 mounting
brackets and 4 screws), screw driver.

2. Use the screw driver to attach the screws to the bottom panel of the device.
DIN rail brackets are installed to either diagonally or horisontally depending
on the wanted DIN rail installation angle.

2.11 Product label

Product label is on the bottom of the device and it contains the basic
information about the unit such as product name, serial number and Ethernet
MAC address.

Firmware Version 2.4.x 13 Document Version 1
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3 Quick Installation

This chapter describes how to configure the WAN network interfaces on the
device.

3.1 Connection Principle

The device has three configurable network interfaces, Ethernet WAN

or Ethernet LAN for a cable network, and Mobile WAN (3G) for wireless
communication. The WAN interfaces are used for connecting the device to
public Internet or private APN. Ethernet LAN is used for connecting other
Ethernet devices to the device's local network.

The WAN interfaces can be configured to get redundant system where one
WAN automatically gets traffic if the other one goes down. For example, if the
primary Ethernet connection goes down, the traffic is automatically switched
to mobile WAN (secondary connection) and back when the Ethernet interface
comes up again. This way the availability of the remote system is better than
with just one interface.

3.2 Connecting cables

1. Verify that the power switch is in the OFF position.

2. Connect the Ethernet cable between the device (Ethernet LAN connector)
and the computer used for the configuration.

3. Connect power supply to the device and toggle the power switch to ON
position.

4. The error LED should turn on immediately after the power switch is turned
on.

5. After the system has initialized, the Error LED turns off and the function
LED starts to blink.

3.3 Loggingin

This section describes how to log in to the device using web configuration
menu.

Firmware Version 2.4.x 14 Document Version 1
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1. Configure the computer to use the same IP address space as the device
(laptop IP for example 10.10.10.11 with netmask 255.0.0.0). Check with
ping command.

2. Connect to the device using the web browser. The default IP address of
device is 10.10.10.10 (netmask 255.0.0.0). Please make sure to connect
to a HTTPS port (see the figure below).

Figure 8. Browser https example

Device Login - Mozilla Firefox

Fle Edit View History Bookmarks Tools Help

@ D v @ [ ntpssno10.1010/ >

Username [ ]

Password [ ]

Note!
You can ignore the browser's warning about a self-signed certificate.

3. Enter the username and password and press Login button in the log-in
screen. The actual screen depends on the used web browser.

Note!

Default username is ar ct i c- admand default password is ar cti cnm2m It
is recommended that the default password is changed before the product is
connected to a public network.

4. White texts on the blue background on the left are the primary navigation
texts and they are always visible on the screen. Individual screens may
have their own tabs which split the configuration fields on larger screens.

Figure 9. Configuration menu

3.4 Configuring Ethernet LAN

1. Select Network > Ethernet LAN from the left menu.

2. Enter the preferred configuration to the configuration fields.

3. Press Submit button on the bottom to save the settings.

4. Select Tools > Reboot from the left menu and press Reboot button to
restart the unit
If the IP addresses are changed, the existing web browser connection
hangs up once the settings are applied, so open a new connection to the
new IP address (check the Ethernet cabling)

5. Connect to the device with a new IP address.

Firmware Version 2.4.x 15 Document Version 1
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3.5 Configuring Mobile WAN (cellular network interface)

The Mobile WAN interface is used for connecting the device to a cellular
network. The device can use a GPRS (2G), UMTS (3G) or LTE (4G) cellular
network connection depending on the product model.

Install the SIM card before configuring the Mobile WAN. See Back Panel
Description for the location of the SIM card slot.

1.
2.
3.

Select Network > Mobile WAN from the left menu.
Enter the preferred configuration to the configuration fields.
Press Submit on the bottom to save the settings.

3.6 Configuring default gateway

1.
2.

Select Network WAN Failover from the left menu.

Set "WAN Default Route"="Yes". This has to be enabled to use either
WAN as default route interface.

If the mobile WAN has to be set as a default gateway, set "Primary WAN
Interface"="Mobile WAN".

This is a typical setting.

If Ethernet WAN has to be set as a default gateway:

a) Select Network > Ethernet port settings > WAN .

b) Set "PrimaryWAN Interface"="EthernetWAN"

If both Ethernet WAN and Mobile WAN configured, define the Backup
WAN Interface. If the primary WAN interface comes down, the device
automatically switches default route to backup WAN interface. The figure

below shows example configuration where Ethernet WAN is configured as
default route.

Figure 10. Ethernet WAN default route example

General Settings

WAN Default Route Yes v Usually "Yes". If default route is defined by Stafic Routing select "No™"

Mobile WAN On Demand No v Select "Yes" to activate the Mobile WAN interface only when required. Select "No™ to have all the
WAN interfaces to be available simultaneously for e g. VPNs

Force VPN restart Yes v Restart VPN when WAN interface changes.

Recovery Interval [minutes] How often the availability of higher priority WAN is checked when using lower priority WAN. Leave
empty to try only when lower priority terminates.

Recovery Hysteresis [seconds]  How many seconds the higher priority WAN must be available before starfing to use itagain

(empty:60 seconds)

Interface Ethernet WAN (DHCP) v | Select the primary WAN interface

Failure Tolerance 1 v | [times] Number of WAN connection retries before switching to lower priority connection

Interface None (disabled) ¥ | Select the backup WAN interface

Failure Tolerance 1 v | [times] Number of WAN connection retries before switching to lower priority connection

Interface None (disabled) v | Selectthe secondary backup WAN interface

Failure Tolerance 1 v | [times] Number of WAN connection retries before switching back to primary connection
Submit || Reset

Press Submit on the bottom to save the settings.

Select Tools > Reboot from the left menu and press Reboot button to
restart the unit.
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4 Network Configuration

This chapter describes how to configure network interfaces.

4.1 Configuration screens

The web user interface has a navigation menu that is always visible on the
left pane. In the menu, the items are grouped together in sections such as
System, Network, VPN and Firewall.

41.1 Host and domain names

Host and domain names can be set from the System General Settings screen.

Figure 11. General Settings

General Settings

Hostname localhost Name of the device, without domain part e.g. station_xyz
Domain PS—. Domain name &.g. mydomain
Lacation You may enter installation location here for your reference (free text).
Contact You may entar administrator contact here for your reference (free text).
P |
Description You may enter notes hare for your reference (free text).
2
(“submit ) Reset )

4.1.2 Ethernet WAN

This screen configures the Ethernet WAN interface on the device.

Figure 12. Ethernet WAN configuration

These settings define the wired internet connection (Ethernet interface "WANT). These settings are not reguired if the Mobile WAN (3G) only is used to
access the internet.

Manual Settings

Enable Use wired WAN to access the intemat?

IP Address 172.16.18.104 IP Addrass of WAN Ethemet interface

Netmask 55 955.0.0 Natwork Mask of WAN Ethemet interface

Gateway 172.16.1.1 IP addrass of outer used to reach the intemet. Leave empty if unused.
Backup Gateway IP address of backup router used to mach the intemet. Leave empty if unused.
DNS Servers Specify the DNS server addresses if required.

MTU T bytes] Matwork Maximum Transmission Unit. Normally empty.

Connectivity Monitor settings are required when "WAN Failover” is used. Otherwise use Network->Monitor.

Connactivity Monitor

Ping Target Mone {Ping Disabled) B Enable to monitor the WAN connection

Ping IP Specify IP addresses to Ping when required

Interval [sac] How oftan to pedform Ping test (empty:80 seconds)

Timeout and Retries [sec] [times] How long to wait response for each Ping and how many times to retry.

(o) Chesen)

Connectivity Monitor settings are used when WAN redundancy functionality is
required. Monitor keeps checking the connection to the given remote host to
determine the network status. If the ping does not get an answer for a given
time window, it informs the WAN switch logic to try the secondary interface.

If the WAN redundancy is implemented by using two separated Ethernet
connections with different gateways, the Backup Gateway parameter needs
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to be configured towards the correct backup gateway. Backup Gateway
parameter is not needed if WAN redundancy is implemented with wireless

connection.

See section WAN Failover and backup routing settings on page 19 for

more details about WAN redundancy.

4.1.3 Mobile WAN

The mobile WAN screen configures the Mobile WAN interface on the device.
The configuration screen fields are described below.

PIN code

The 2G/3G/LTE cellular networks use a
SIM card. The SIM card can be protected
by PIN code (personal identification
number). If the PIN code is used, it

must be entered to device Mobile WAN
settings. Leave the PIN code field empty
if no PIN code is used. If a wrong PIN
code is entered, correct the code and
enter the correct PIN code to the SIM by
using a mobile phone.

APN Type

By default automatic APN discovery
is used. The device tries default APN
values based on network ID received
from cellular network. If automatic
settings do not work, set to APN Type
parameter from Automatic to Manual.

APN

The APN parameter defines the cellular
access point name. If APN Type is set
to Manual the access point works as

a gateway from the cellular network to
internet. There are public and private
access points. A public access point

is usually defined. A private access
point requires contract with a cellular
operator. Define the access point name
as according to information received from
the cellular operator.

Authentication, username, password

If the cellular network requires
authentication for using the access
point, the access point’s username
and password need to be defined in
the device. In this case, select the
authentication type (PAP, password
authentication protocol or CHAP,
challenge handshake authentication
protocol) as according to information
received from the cellular operator.

DNS selection, DNS servers

Allows user defined DNS servers,
receiving DNS server IP addresses
from cellular network or leaving DNS
configuration as disabled. The DNS
servers are used for resolving names to
IP addresses.
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To configure the mobile WAN, enable the connection by selecting
"Enable"="Yes" on the top of the page and enter PIN code if set, APN name
and authentication details if needed.

If the device acts as a wireless router to Ethernet devices and DNS is needed,
enter DNS configuration as well. When ready, press the Submit button on the
bottom of the page to save settings.

The device needs to be restarted before the mobile WAN configuration is
active.

4.1.4 WAN Failover and backup routing settings

WAN Failover screen configures the default gateway settings on the device.

Figure 13. WAN Failover configuration

WAN Default Route Yes v Usually "Yes". If default route is defined by Static Routing select"No"
Mobile WAN On Demand No ¥ Select "Yes" to activate the Mobile WAN interface only when required. Select "No” to have all the WAN
interfaces to be available simultanecusly for e.g. VPNs.
Force VPN restart Yes v Restart VPN when WAN interface changes.
Recovery Interval How often the availability of higher priority WAN is checked when using lower prionity WAN. Leave empty
: 1o try only when lower priority terminates.
[minutes] T !
Recovery Hysteresis How many seconds the higher priority WAN must be available before starting to use it again (empty:60
[seconds] seconds)
Interface Mobile WAN v | Selectthe primary WAN interface
Failure Tolerance 1 v | [times] Number of WAN connection retries before switching to lower priority connection
Backup WAN
Interface None (disabled) v | Selectihe backup WAN interface
Failure Tolerance 1 v | [times] Number of WAN connection retries before switching to lower priority connection
Secondary Backup WAN
Interface None (disabled) v | Selectihe secondary backup WAN interface
Failure Tolerance 1 + | [times] Number of WAN connection retries before switching back to primary connection.
Submit || Reset

To enable any default routes, set "WAN Default Route"="Yes". Any route
settings are not effective if this parameter is not enabled.

Set "On Demand"="Yes" if the backup WAN interface to come up only
when primary interface goes down. Disable if both wireless and wired WAN
interfaces have to be up all the time.

4.1.5 Ethernet LAN

This screen configures the Ethernet LAN interface on the device.

Figure 14. Ethernet LAN Configuration

These settings define Local Area Network properties (Ethernet interfaces "LAN").

Manual Settings

Enable No & Usa Ethemeat LAN?

IP Address 172.16.18.100 IP Address of LAN Ethemat interface
Netmask 255.255.0.0 Matwork Mask of LAN Ethemet interface

(s ()

4.1.6 Network monitor

This screen configures the interface connectivity monitor on the device.
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Figure 15. Network monitor configuration

The monitor sends ping packets to defined targets and waits for reply. If reply is not received 3G and VPN connections are re-started.
Pinger Settings
Enable m Enable testing network connections. When using 3G/VPN the use of manitor is heavily
- recommended in ordar to detect connection drops.
Target IP addrass of primary target to ping. Tha IP address must be machable over 3G or
WPN.
Secondary target Secondary IP addmess to ping if the primary fails
Intarval 200 [secs] How oftan to perform the ping (default 200 seecs)
Timeout a0 [secs] How long to wait for ping response (default 20 secs)
Retries 3 [times] How many ping retries per each test.
WAN Restart 2 [times] How many failed tests before re-starting WAN and VPN (default 2)
Reboot 4 [times] How many failed tests bafore rebooting the system (default 4)
( Submit ) Reset |

The usage of the monitor is heavily recommended to detect the connection
drops.

4.2 Routing

4.2.1 Routing parameters

There are multiple configuration options that define the routing on the device:
= Ethernet WAN - Gateway (IP address)
" |P address of router used to reach the internet. Leave empty if unused.

Ethernet WAN - Backup Gateway (IP address)

" |P address of backup router used to reach the internet. Leave empty if
unused.

WAN Failover - WAN Default Route (selection: Yes/No)

= Usually "Yes" if default route is defined by "static routes". If the selection
logic is done on VPN level select "No"

WAN Failover - On Demand (selection: Yes/No)

= Select "Yes" to activate the backup interfaces only when required. Select
"No" to have all the WAN interfaces to be available simultaneously for
e.g. VPNs.

WAN Failover - Primary WAN Interface (selection: None/Mobile WAN/
Ethernet WAN/Ethernet WAN Secondary)

WAN Failover - Backup WAN Interface(selection: None/Mobile WAN/
Ethernet WAN/Ethernet WAN Secondary)
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®" WAN Failover - Secondary Backup WAN Interface (selection: None/Mobile
WAN/Ethernet WAN/Ethernet WAN Secondary)

® These three settings configure the high level default gateways. Must be
configured to enable default route.

® OpenVPN Client Settings - Interface (selection: Any WAN/Ethernet WAN/
Wireless WAN/Ethernet LAN)

® Which Interface to use for connection

" OpenVPN Client Settings - Routing mode (selection: None/host/net/default
route)

® This defines how the routing is configured with OpenVPN. See
OpenVPN application note.

4.2.2 Default route

Default route can be configured from WAN Failover screen. See section WAN
Failover and backup routing settings on page 19.

4.2.3 WAN redundancy/failover

To configure redundancy between WAN interfaces, configure multiple WAN
interfaces to WAN Failover. See section WAN Failover and backup routing
settings on page 19.

4.2.4 Routing serial <-> Ethernet

See section Serial Port Configuration on page 23.
4.3 Network services

4.3.1 DNS proxy

To use this feature, configure the device to use the device's Ethernet LAN IP
address as its DNS server. This way, the DNS queries from the device get
routed through the device.

4.4 Network status information

4.4.1 System status screen

Network status information can be seen from System > Status screen .
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Figure 16. Network status screen

System System Status information
Hardware and Firmware versions
Firmware version: Arctic 3G Gateway 2.2

Network Hardware revision: 0x04

Ethernet Ports Hardware serial number:7708610

Uptime

WAN Failover

Monitor Bytes Packets Errors Dropped

e o Interface IP addresses MAC address MTU Rx ™ Rx  Tx Rx Tx Rx Tx
Static Routing

wani 00:06:70:02:2F:fc 1500 0 o 0 0 o 0 0 0

1ang 172.16.4.77/16  00:06:70:02:2f:fd 1500 67458 61974 269 114 @ 08 0 0

Remotes aprs@ 188,238,68.,53/32 1500 70 82 7 7 o 0 0 0

Tunnels

Routing Table
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface

N 10.64.64 .64 0.0.8.0 255,255,255.255 UH o 0 0 gprs@

Eiall 172.16.6.0 0.0.0.0 255.255.0.0 u ] [} 0 land

= - 0.0.0.0 10.64.64.64 0.0.8.0 i[5 o 0 0 gprs@
General

Filter Incoming
Filter Forwarded

Filter Outgoing
-

1lanf: no link

lanl: negotiated 100baseTx-FD, link ok, MDI

lan2: ne link

gprs0: Signal level: -97 dBm (38 %,weak), current service: UMIS

VPN Status
No VPN tunnels configured

Firewall status

Track applications = on
Filter = on

LAN-TIn accept = on

GUT anti-lockout = on
LAN-LAN accept = on
LAN-Out accept = on

System Log
Modem Info
User Config D-NAT = off
Restricted Shell S-NAT = on
Reboot Qos = off

Total fail = 0

uration Profiles Total ok = 13

Firmware Update Serial Port Siatus

RS1: 9600, &, N, 1, no handshaking, TCP server
RS2: 9600, &, N, 1, no handshaking, TCP server

4.4.2 Mobile WAN status LEDs

Status of mobile WAN interface can be viewed from the front panel LEDs. The
initialization sequence is:

See Table 1.

1. COM LED starts to blink when the connection is started.

2. SIM LED starts to blink when SIM card is searched and turns on when the
card is found and PIN code accepted.

3. SIM LED starts to blink when the operator network is searched and gets lit
when the network is found.

4. COM LED gets lit when the connection is up.

4.4.3 Modem info screen

In troubleshooting situations, checking the system logs helps to identify the
problem. Also modem info page ( Tools > Modem Info ) can be used to check
the status of the wireless modem.
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5 Serial Port Configuration

5.1 Configuring serial gateway
This section describes how to configure serial <-> IP functionality.

The serial gateway feature enables data from the serial port attached device
to be routed to Ethernet/mobile network (serial over IP) and vice versa. Serial
gateway processes the transmitted data transparently and does not alter it
any way except for buffering it for transmission. Because of the transparent
communication, any protocols can be used in actual communication between
nodes.

Figure 17. Serial gateway configuration screen

Serial-to-Network Gateway application for serial port RS1.
Basic Settings
Enable Y Use Sariatto-Natwork Gateway
Netwark Protacol (e =9 Which protocol to use for network communication (usually TCP)
Mode [ Server I.;.‘ Wait for incoming connection (Server) or actively form a connection (Client)
New Connection priority (Cves 19 Close old tion whan naw tion request amives (server mode only)
Connection Skt |sec] How long the old tion must be ted bafora pting new ana {only in
sarver mode with new connection prionity enabled)
Local Port 7001 Which TCR/UDP port to listen (anly in sarver moda)
Remote Server [host]  Remote server |P address and remote port to connact (only in client moda)
lport]
Idie Timeout |sec] Close connection when it has been idle over defined timeout (emty=infinite)
Serial Port
Serial Settings [m [m Serial port speed,data bits, parity and stop bits.
Serial Handshaking [ None I-;‘ Serial port handshaking. For RS-422/485 selact "None”
Flush old data Yes | Empty serial data buffers when new connection amves
Serial Frame Spacing 100 [ms] Datect saral frame to and whan dafined gap on data
Serial Frame Size [bytes] Datect saral frame to and when dafined amount of bytes rmcaived
Netwark Frame Spacing [ms] Datect natwork frame to and when defined gap on data
Netwark Frame Size [bytes] Datect natwark frame to and when defined amount of bytes rcaived
(Submit ) (Reset )

Serial gateway configuration depends on used protocols.

Both serial ports have their own configuration screens, located in
Applications->Serial Gateway (RS1) and Applications->Serial Gateway
(RS2).

Firmware Version 2.4.x 23 Document Version 1



User Manual
Wireless Protocol Gateway ‘l Il Il

ARP600 FRirmw

6 Additional System Configuration

6.1 Changing system password

Username and password can be changed from Tools > User Config screen.
It is always recommended to change the password from the factory default
when the device is connected to a public network.

Figure 18. User Config screen

Username viola-adm Usemame for web user interface

Password violamZm Password for web userinterface

(Submit )

6.2 Date and time

Date and time can be changed from System > Time screen. Date and time
can be configured either manually entering the time or automatically from
connected PC.

Figure 19. System time configuration screen, automatic setting

Device time settings
Mode | Automatic (NTP) v | In manual mode the correct time must be set using the Web UL In NTP client mode the time will be fetched
— reqularly fromremote NTP servers. NTP server mode provides time from Arctic to other devices in the
network
Submit || Reset

Settings for the NTP (Network Time Protocol) client. When enabled it will synchronize the device time with remote NTP servers.
Current Time and Date (NTP mode)

Time zone | (6MT+00:00) UTC v|

NTP mode | NTP client v

NTP server NTP server list (hostname or dotted IP); servers

hostname(s) or IP are delimited by space or newline. [f the server

address(es) is not given in dotted IP format the device must
be configured with a DNS server in one of the

WAN pages. Only required for NTP client

operation.

Update interval |onehour v Minimum time between NTP requests; the

S actual ime between requests depends on

clock drift stability and may be a lot longer
Only used for NTP client mode. (Default: one
hour),

Current time and date Mon, Mar 09 2015 08:33:33 Current ime and date.

Submit || Reset || TestNTP servers

Figure 20. Manual setting

Device time settings

Mode | Manual v | In manual mode the correct time must be set using the Web UL. In NTP client mode the time will be fetched
—— reqularly from remote NTP servers. NTP server mode provides time from Arcfic to other devices in the
network.

Submit || Reset

The Current System Date and Time. Set either manually or click 'Copy PC' which copies system time from your PC clock.
Current Time and Date (manual mode)

Time 08 :|31 :|54 Current time in 24h (hours, minutes seconds) format.

Date |09 v || March v | 2015 ¥ | Date day, menth, year

PC Time Mar 9 11:44:06 2015 Current time of your PC (if available, uses Java Script)
Submit || Copy PC

To set time manually, enter the time and then press Submit button.

To copy time from PC, press Copy PC button and answer "Yes" to question
about changing time. Note that the PC may not necessarily have correct time
set and that needs validation. Also note that the copy functionality requires
JavaScript support from the browser.
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6.3 System log

System log is visible on the Tools > System Log screen. To refresh the
system log, use web browser reload button.

6.4 Factory default settings

Factory default settings can be applied by restarting the unit pressing down
reset button until the LEDs blink.

6.5 Firmware update

Create a backup of the current configuration starting the firmware update.

Current running firmware version can be viewed from the System > Status
screen. The device's firmware can be updated in the Tools > Firmware
Update screen.

Figure 21. Firmware update screen

Logout

Configuration Profile:

Firmware update overwrites the current firmware.

Specify the new firmware location. The file must be a valid Viela Systems signed firmware.

Update

1. Verify for a valid firmware on the PC before attempting to update the
firmware.

2. Select Select file button to open file browsing dialog. The actual dialog
depends on the used browser.

3. Select the updated firmware from the file dialog and return to the firmware
update screen.

4. Press Update button to start the firmware update.
5. Confirm the update.

The update takes a few minutes.
6. Once the update is finished, restart the device.

6.6 Configuration profiles

Profiles can be configured and saved for future use. Several profiles are
created and selected for the activation. It is possible to import, export and
clone profiles, and also reset them to factory default settings.
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Figure 22. Configuration profiles

Configuration Profile: Example-Arctic-3G-Gateway

Configuration Profiles

Logout

Name MD5 Checksum Last Modified
O Device Configuration bhf521f533d0f0a582 81 6c2e 6BT a8l 2011-083-2313:34:04 | Rename View Export Clone Delete
@ Example-Arctic-3G-Gateway | 7601f5alB8ebfl3eld1b5aB3fhfa74912 2011-08-231342:16 | Rename View Export Clone

Last Boot TE01f5alBebfl3e (41 b5aB3fbfa74912 2011-05-23 1342:16 | View Export Clone

Factory Default Settings fd3267a71a30a676e027782de4068d78 View Export Clone

[ Activate the selected profile

Actions:

® Create anew profile
® |mport a profile from an XML file

® Reseta profile to factory defaults

Firmware Version 2.4.x

26

Document Version 1



User Manual

Wireless Protocol Gateway

ARP600

7 |1EC-104 application settings

The IEC-104 and IEC-101 protocols share the same ASDU level messaging
but differ on the link level. The IEC-104 is intended for packet-switched TCP/
IP communication whereas the IEC-101 is intended for serial communication.

By using the device, the IEC-101 slaves (e.g. RTUs) can be connected

to a IEC-104 master (e.g. SCADA). The device requests event from the
IEC-101 slave locally and sends them to the IEC-104 master. This eliminates
the need to continuously poll the data remotely and therefore reduces the
communication costs on pay-per-use wireless network. This approach also
eliminates the IEC-101 parameter adjutancy problems caused by variable
round-trip delays on wireless networks and makes the information exchange
faster and more reliable.

You can view and change the application settings in Serial Port and 1/O >
IEC-104 Gateway (RSX).

Figure 23. IEC-104 Application Settings

System [EC-104 Gateway seftings (RS1).
Welcome Page Basic settings
EETER 2E 08 Enable IEC-104 gatewsy Yes ¥
Time
Status Serial settings
Network Serial port (RSt v |
Ethernet Port Speed ospn v | [bps]
Ethernet WLAN
Ethernet LAN BEE e s v
Ethernet WAN Parity Even ¥
Mobile WAN -
WAN Failover SED S 1 7]
Monitor Use HW flow control Mo ¥
Static Routing -
SMS Config Network settings
VPN Network protocol TCR ¥
Certificates Metwork port to listen 2402
IPSEC-VPN Remotes
e s Hetwork idle timeout
LZTP-VPN New connection priority Yes ¥
OpenWPN
SSHVEN Max clients |2 |
SRR IEC-104 settings
Firewall TX window size (k) |12 | T
General
Fitter Incoming RX window size [w) |B | [frames]
Fiter Forwarded = =
Fitter Outgoing s HE |E'D | =
D-NAT I frames RX timeout [t2} 20 ==
S-NAT
F— Link test interval {t3} 200 leec]
Common Test link on suspended state Mo ¥
DHCP Server 5
DynDNS Client FomvEE Lo |200 | =g
SNMP Agent Max sequence number (0=def) |5 |
Viola Patrol
Serial Port and VO Flush buffered events on connection E‘
Serial Port Configuration Cause of ransmissicn length z v | [bytes]
Serial Gateway (RS1)
Serial Gateway (R52) e E‘ [eytes]
[EC-104 Gateway (R51) Info object address length 3 ¥ | [bytes]
[EC-104 Gateway (RS2) "
Modbus Gateway (RS1) EC101 settings
Modbus Gateway (RS2) Slawe link address 10

7.1 General settings

IEC-104 gateway enabled

Enables or disables IEC-104 to IEC-101 gateway functionality.
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Table 16: IEC-104 gateway enabled

IEC-104 gateway enabled

Type Boolean
Units N/A
Value range No, Yes
Note

7.2 Serial settings

The serial settings define the properties of physical serial communication
between the device and an IEC-101 slave. The selection between
RS-232/422/485 is done with physical DIP switches located below the RS2
serial port.

Figure 24. Serial Settings

Serial seffings
Speed (bps) Q500
Data bits 8
Parity Even
Stop hits 1
Use HW flow control Mo

Speed (bps)

Table 17: IEC-101 serial communication speed (bps)

IEC-101 serial communication speed (bps)

Type Serial speed

Units Bits per second
Value range 1200, 2400, 4800, 9600, 19200, 38400, 57600

Note

Data bits

Table 18: Number of data bits used on IEC-101 serial communication

Number of data bits used on IEC-101 serial communication

Type Serial data bits

Units Bits

Value range 586,7,8

Note
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Parity
Table 19: Parity method used on IEC-101 serial communication
Parity method used on IEC-101 serial communication

Type Serial data parity

Units Bits

Value range None, Even, Odd

Note

Stop bits

Table 20: Number of stop bits used on IEC-101 serial communication
Parity method used on IEC-101 serial communication

Type Serial data stop bits

Units Bits

Value range 1,2

Use HW flow control

Table 21: Number of stop bits used on IEC-101 serial communication

HW flow _con.trol mechanism (RTS/CTS) on IEC-101 serial
communication

Type Boolean

Units N/A

Value range Yes, No

Note The HW handshaking is available only on RS-232 mode.

7.3 Network settings

The Network settings define the general TCP/IP networking properties
between the device and the IEC-104 master.

Figure 25. Network Settings

Metwork settings
Metwork protocol TCP
Metwork port to listen 2404
Metwork idle timeout 1800
Mew connection priority Yes

Network protocol

Network protocol defines the network transmission layer protocol (either TCP
or UDP) used on IEC-104 network communication. The IEC-104 standard
protocol uses TCP but for reliable slow speed packet switched networks (e.g.
Mobitex), the UDP protocol can be used to minimize the packets transmitted
over network.
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Table 22: Network protocol on IEC-104 communication

Network protocol on IEC-104 communication

Type Network transmission layer protocol

Units N/A
Value range UDP, TCP

Note The IEC-104 standard specifies only TCP protocol.

Network port to listen

Table 23: TCP or UDP port to listen for incoming IEC-104 connections

TCP or UDP port to listen for incoming IEC-104 connections

Type Network port

Units Port number

Value range 0 - 65000
Note The IEC-104 standard specifies TCP port 2404.

Network idle timeout

It defines the idle timeout of the network connection in seconds. If there is

no network data received during the specified interval, the connection is
closed by the device. This parameter is required in order to detect partially
closed connections and release the resources for new connections especially
if the”"New connection priority” parameter is disabled. Value 0 disables the
network idle timeout detection.

Table 24: Network idle timeout for IEC-104 connections

Network idle timeout for IEC-104 connections

Type Timeout

Units Seconds

Value range 0 — 65000

Note The network idle timeout must be longer than IEC-104 link test
interval (t3).

New connection priority

It defines the action when a new connection request arrives while a
connection is already active. If the set value is”"No”, the new connection is
rejected. If the set value is”Yes”, the present connection is terminated and the
new connection is accepted.

Table 25: New connection priority for IEC-104 connections

New connection priority for IEC-104 connections

Type Boolean
Units N/A
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New connection priority for IEC-104 connections

Value range

No, Yes

Note

It is recommendable to set this value to “Yes” in normal
configurations having only one IEC-104 master.

7.4 |EC-104 Settings

The IEC-104 settings define the properties of IEC-104 link layer and
application layer parameters as described in the IEC 60870-5-104 standard.
The IEC-104 communication is carried out between the device and the
IEC-104 master over the TCP/IP network.

Figure 26. IEC-104 Settings

IEC-104 settings
T# window size (k)

R window size [w)

I frames T« timeout (t1)

I frames Rx timeout (t2)

Link test interval (£3)

Test link on suspended state
Suspended timeout

Max sequence number (0=def)

Flush buffered events on connection Mo
Cause of transmission length 2
Common address length 2
Info object address length 3

AT

TX window size (k)

TX window size defines the maximum number of | format APDUs the device

may send before requiring the IEC-104 master to acknowledge them. If there
are k unacknowledged frames sent the device will stop polling IEC-101 slave
for events until acknowledgement is received.

Table 26: IEC-104 TX windows size (k)

IEC-104 TX windows size (k)

Type Window size

Units Packets

Value 1-20

range

Note The k must be always less than the maximum sequence number
defined below. The IEC-104 standard suggests k to be 12.

RX window size (w)

It defines the maximum number of | format APDUs the device may receive
before sending acknowledgement to the IEC-104 master.
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Table 27: IEC-104 RX windows size (w)

IEC-104 RX windows size (w)

Type Window size

Units Packets

Value range | 1-20

Note The w should not exceed two-thirds of TX window size k. The IEC-104

standard suggests w to be 8.

| frames TX timeout (t1)

It defines the timeout in seconds the device waits for acknowledgement from
IEC-104 master after sending last | format APDU or control frame (e.g. link
test). If no acknowledgement is received during the defined time the device
will close the network connection and the IEC-101 link.

Table 28: IEC-104 | frames TX timeout (t1)

IEC-104 | frames TX timeout (t1)

Type Timeout

Units Seconds

Value range 1-255

Note The t1 must be longer than the network round-trip-time. The

IEC-104 standard suggests 15 seconds.

| frames RX timeout (t2)

This defines the timeout in seconds from the last received | format APDU
before sending acknowledgement.

Table 29: IEC-104 | frames RX timeout (t2)

IEC-104 | frames RX timeout (t2)

Type Timeout

Units Seconds

Value range [ 1-255

Note The t2 must be smaller than t1. The IEC-104 standard suggests 10

seconds.

Link test interval (t3)

This defines the interval in seconds how often the IEC-104 link is tested if
there is no other activity.

Table 30: IEC-104 link test interval (t3)

IEC-104 link test interval (t3)

Type

Timeout
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IEC-104 link test interval (t3)

Units Seconds

Value range | 1-65000

Note Adjust this parameter according to the criticality of the link. The
IEC-104 standard suggests 20 seconds but for pay-per-use GPRS
connections the practical value may be substantially longer.

Suspended timeout

This defines the time in seconds how long a connected IEC-104 link can be in
suspended state (STOPD) before the device closes the connection.

Table 31: IEC-104 suspended timeout

IEC-104 suspended timeout

Type Timeout

Units Seconds

Value range | 1-65000

Note Using this parameter increases the probability of detecting partially
closed network connections especially in UDP mode.

Max sequence number

These are the maximum sequence number used in IEC-104 communication.
The value zero selects the standard value 32767.

Table 32: IEC-104 suspended timeout

IEC-104 suspended timeout

Type Sequence number

Units Packets

Value range 1-32767

Note 0 = 32767 as suggested by the IEC-104 standard.

Cause of transmission length (IEC-104)

It defines the length of IEC-104 Cause of transmission ASDU header field in
bytes.

Table 33: IEC-104 ASDU cause of transmission length

IEC-104 ASDU cause of transmission length

Type Field length

Units Bytes

Value range 1-3

Note The IEC-104 standard defines value 2.
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Common address length (IEC-104)
This defines the length of IEC-104 Common address ASDU header field in

bytes.

Table 34: IEC-104 ASDU common address length

IEC-104 ASDU common address length

Type Field length

Units Bytes

Value range 1-3

Note The IEC-104 standard defines value 2.

Info object address length (IEC-104)

This defines the length of IEC-104 Information object address ASDU header
field in bytes.

Table 35: IEC-104 ASDU information object address length

IEC-104 ASDU information object address length
Type Field length

Units Bytes

Value range 1-3

Note The IEC-104 standard defines value 3.

7.5 IEC-101 settings

The IEC-101 settings define the properties of IEC-101 link layer and
application layer parameters as described in the IEC 60870-5-101 standard.
The IEC-101 communication is carried out between the device and a IEC-101

slave.

Figure 27. IEC-101 Settings

IEC-101 settings

Slave link address 10
Link address field length 2
Event poll interval (0.1 5) 1
Link test interval (x0.1 5) 200
Keep link open Yes
Reply header timeout {msecs) 1000
Reply end timeout (secs) 2
Retry limit 3
Cause of transmission length 1
Common address length 2
Info object address length 2
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Slave link address (IEC-101)

Table 36: IEC-101 slave link address

IEC-101 slave link address

Type Link address

Units N/A

Value range 1-65000

Note The link-level address of IEC-101 slave.

Link address field length
Defines the length of the IEC-101 link-level address field in bytes.

Table 37: IEC-101 slave link address field length

IEC-101 slave link address field length

Type Field length

Units Bytes

Value range 1,2

Note The link-level address of IEC-101 slave.

Event poll interval
It defines the IEC-101 event polling interval in 0.1 second increments (class 1

or 2 poll).

Table 38: IEC-101 event poll interval

IEC-101 event poll interval

Type Interval

Units 0.1 seconds

Value range 1-65000

Note The events are polled only when the
IEC-104 connection is active.

Link test interval
It defines the IEC-101 link test interval in 0.1 second increments. Link test is

performed if there is no other activity.

Table 39: IEC-101 link test interval

IEC-101 link test interval

Type Interval

Units 0.1 seconds

Value range 1-65000

Note The link test is performed if there is no
other activity during defined interval.
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Keep link open

Defines that the IEC-101 link is kept always open even when there is no active
IEC-104 connection. If the functionality is enabled the device sends link test
frames and restarts the IEC-101 link if the test fails. The events are still not
polled before the IEC-104 connection is active.

Table 40: IEC-101 keep link open

IEC-101 keep link open

Type Boolean

Units N/A

Value No, Yes

range

Note Some IEC-101 slaves require the link to be continuously open in order to
operate.

Reply header timeout
Defines the timeout the device waits the reply to start from IEC-101 slave after

command or request.

Table 41: IEC-101 reply start timeout

IEC-101 reply start timeout

Type Timeout
Units Milliseconds
Value range 1-65000
Note

Reply end timeout
Defines the maximum duration of IEC-101 slave response.

Table 42: IEC-101 reply end timeout

IEC-101 reply end timeout
Type Timeout
Units Seconds
Value range 1-65000
Note

Retry limit

Defines the number of retries sent to a IEC-101 slave in case of no reply. If no
reply is still received the device closes the IEC-101 and IEC-104 connections.

Table 43: IEC-101 retry limit

IEC-101 retry limit
Type Retry limit
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IEC-101 retry limit

Units Retries
Value range 0-65000
Note

Cause of transmission length (IEC-101)
Defines the length of IEC-101 Cause of transmission ASDU header field in

bytes.

Table 44: IEC-101 ASDU cause of transmission length

IEC-101 ASDU cause of transmission length

Type Field length

Units Bytes

Value range 1-3

Note The IEC-101 standard defines value 1.

Common address length (IEC-101)
Defines the length of the IEC-101 Common address ASDU header field in

bytes.

Table 45: IEC-101 ASDU common address length

IEC-101 ASDU common address length

Type Field length

Units Bytes

Value range 1-3

Note The IEC-101 standard defines value 2.

Info object address length (IEC-101)
Defines the length of IEC-101 Information object address ASDU header field

in bytes.

Table 46: IEC-101 ASDU information object address length

IEC-101 ASDU information object address length

Type Field length

Units Bytes

Value range 1-3

Note The IEC-101 standard defines value 2.

7.6 ASDU Converter

The ASDU converter can be used to convert ASDU header field lengths
between IEC-101 and IEC-104 protocols.
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Figure 28. ASDU Converter

ASDU Converter
Use ASDL converter fes
Use A5DU type replacer Yes
IEC-101 ASDL type 128
IEC-104 ASDL type 30
Convert short IEC-101 time stamps Mo

Use ASDU converter

This defines if the ASDU header level IEC-101 <-> |[EC-104 conversion
performed. If enabled the ASDU header field lengths are converted between
IEC-104 and IEC-101. This parameter must be enabled if the ASDU header
lengths differ between the IEC-104 and the IEC-101.

Table 47: Use ASDU converter

Use ASDU converter

Type Boolean

Units N/A

Value range | No, Yes

Note The information on the field must fit in the shorter one of the two. It's

not possible to convert e.g. value 12000 to a one byte field.

Use ASDU type replacer

The ASDU type replace function can be used to convert an ASDU type
(Original type) to another (Applied type) type e.g. in cases when the IEC
implementation differs between master and slaves.

Table 48: Use ASDU type replacer

Use ASDU type replacer

Type Boolean
Units N/A
Value range No, Yes
Note
Original type

The original ASDU type searched by ASDU type replacer.

Applied type
The new ASDU type is replaced by the original type.

7.7 Packet collector

The packet collector can be used to collect many IEC-101 messages/events
to a single network packet instead of sending every message separately.
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This function is useful for slow packet switched communication network (e.g.
Mobitex) for speeding up especially the general interrogation response.

Figure 29. Packet Collector

Packet collector
Use packet collector Mo
Max bytes 500
Max time (0.1 ) 20
Max packets 0

Use packet collector

Table 49: Use packet collector

Use packet collector

Type Boolean
Units N/A
Value range No, Yes
Note

Max bytes

Max bytes is defined as the maximum bytes trigger for packet collector. Before
a new packet is inserted into the packet collector buffer the amount of bytes is
checked. If the insertion of the new packet would cause the number of bytes
in the packet collector to exceed MAX BYTES the old content is sent to the
network before inserting the new one.

Table 50: Maximum collected bytes

Maximum collected bytes

Type Packet size

Units Bytes

Value range | 1-1500

Note The value should be smaller than the MTU/MRU of network used.

Max time

Max time is deived as the maximum collect time trigger for packet collector
in 0.1 secs increments for packet collector. If there has been data on packet
collector over MAX TIME the data is sent to network.

Table 51: Maximum collected time

Maximum collected time

Type Timeout

Units 0.1 seconds
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Maximum collected time

Value range 1-255

Note The value must be smaller than t1.

Max packets

Max packets are defined as the maximum amount of IEC-101 packets stored
into the packet collector before sending the data to the network.

Table 52: Maximum collected packets

Maximum collected packets

Type Packet count
Units Packets
Value range 1-255

Note

7.8 Other settings

Write syslog
It defines whether the error messages are stored to system log file or not.

Table 53: Write system log

Write system log

Type Boolean

Units N/A

Value range No, Yes

Note The system log is available by using WEB UI.
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8 Troubleshooting

Q:
A:

Wireless WAN is not coming up
Check settings (Mobile WAN on page 18), SIM card and signal level. An

easy way to check the connection status is checking the LEDs, see section
Mobile WAN status LEDs on page 22.

Q:
A:
Q:
A:

OpenVPN is not working

For more information, see OpenVPN application note.

Serial ports are not working

For more information, see serial port chapter notes. Verify DIP switch

configuration if RS-422 or 485 modes are being used.

Q: Can not access web user interface

A:

Web user interface uses HTTPS for secure web access and it must

be specified on the web browser address field like in this example:
https://10.10.10.10.

Q: Cannot access the Internet with laptop connected to the device

A:
1. Configure wireless connection and verify if it connected to the network

2.

3. Check that S-NAT rule on the firewall is set as "Action"="Masquerade" and

B

Testing the wireless connection:

Connect a laptop to Ethernet LAN

"Destination Inter- face"="Mobile WAN".
Check that DNS Proxy is enabled from Services > Common screen.

Configure network settings on laptop to use the device's Ethernet LAN
address as gateway and DNS server.

With these setting, the Internet should be accessible on the laptop.
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Specifications

Table 54: Technical specifications

Processor 400MHz
Memory (RAM) 64MB
Hard Drive (flash) 32MB
Input voltage (nominal) 12-36VDC
Power consumption 7W max
Power connector Phoenix Contact MC 1,5/ 3-STF-3,5
Casing Aluminium sheet
Operating temperature -30 ... +70 °C
Storage temperature -40 ... +85°C
Humidity 0 ... 85 % RH (non-condensing)
Network connection 10/100M
Approvals CE
Size 167 x 114 x 46 mm
Weight 0.6 kg
Product variants | Networks Frequencies Data speed
max
ARPG600A2651NA | GPRS/EDGE 1900/1800/900/850 |85.2Kbps/
MHz 236.8 kbps
WCDMA/HSPA+ 2100/1900/900/850 |21 Mbps
MHz
ARP600A2560NA | GPRS/EDGE 1900/ 1800/900/850 |85.2 Kbps/
MHz 236.8 kbps
WCDMA/HSPA+ 2100/1900/900/850 |21 Mbps
MHz
LTE 2600 (band 7) / 2100 100 Mbps
(band 1) / 1800 (band
3) /900 (band 8) / 800
(band 20) MHz

Antenna connector type is FME (male).

Table 55: Application serial port specifications

Serial mode (RS1) RS-232 /422 / 485
Serial mode (RS2) RS-232

Baud rate 300 - 460800

Data bit 718
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Parity

None / Even / Odd

Stop bits

1/2

Flow control

None / Hardware (RTS/CTS)

Techical specifications can be changed without notification.
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